OFFICE OF THE ASSISTANT TO THE SECRETARY OF DEFENSE
1400 DEFENSE PENTAGON

WASHINGTON, D.C. 20301-1400
19 MAY 1995

Ref: 95-F-0691

PUBLIC AFFAIRS

Mr. David A. Banisar
Electronic Privacy Information Center
666 Pennsylvania Avenue, SE, Suite 301
Washington, DC 20003

Dear Mr. Banisar:
This letter responds to your March 24, 1995, Freedom of
Information Act (FOIA) request which was received in this

Directorate March 27, 1995.

The enclosed documents are provided as responsive to your
request.

There are no chargeable costs for processing your FOIA
request in this instance.

Sincerely,
Director

Freedom of Information
and Security Review

Enclosures:
As stated



OFFICE OF THE DEPUTY SECRETARY OF DEFENSE
The Military Assistant
31 August 1994

MEMO FOR: MR. KEITH HALL, DASD/I (C3I)

Subject: Invite from NRC/NAS 70ct94

Mr. Deutch's comment on the attached Invitation:

"Regret: JMD - Give to Keith Hall"
Very respectfully,

Pat Kane

Colonel, USA

Military Assistant to the
Deputy Secretary of Defense

Attachments
OSD 17592

SUSPENSE:

17592



NATIONAL RESEARCH COUNCIL/NATIONAL ACADEMY OF SCTFNCES
COMPUTER SCIENCE AND TELECOMMUNICATIONS BOARD
2101 CONSTITUTION AVE., N.W.. WASHINGTON, D.C. 20418
TELEPHONE: (202) 334-2605 FAX: (202) 334-2318

DATE: August 29, 1994 NUMBER OF PAGES INCLUDING THIS SHEET: <2 ‘
TO: John Deutch ¢/o Lyna Cline 703-697-9080 FROM: Herb Lin (202-334-3191 voice)

Professor Deutch:

As you may know by now. the NRC’s commuttee 1o study naronal cryptography policy hus hc.cu
formed (and a list of the committee artached). The first meeting of the commmittee will be m October
and since you had expressed an interest in meeting with the committee to provide DOD pcrspecuves
on the subjecr, I am writing to solicit your participation at this meeting. In particular, we would like
you {0 meet with the committee on Friday, October 7. some nme in the morning, probably a:ound
10:30 AM for about an hour (incinding discussion with the committez), at the Georoetown facxhty of
the NRC. You should also know that we are trying to arrange briefings from other agencies (a.g.,
Stare and Jusdce), as well as from the intelligence commumnicy.

Your participation at this briefing would be enormously belpful to the commutiee.
Thanks in advance.

A

Herb Lin
Study Director and Senjor Staaff Officer




Ann Caracristi, redred. was Depury Direcior of the National Securiry Agency (1980-1982) !

COMMITTEE TO STUDY N.—\TION.M,[CRYP’I‘OGR.—‘LP’HY POLICY
(Biograpiies are being updared)

|
|

Kerneth Dam. comuutiee chair, was Depury Secretary ot Staie (1982-1985) and is curready r_hci Max
i

Pam Professor of American and Foreign Law at the Unrversiry of Chicago Law School.

General W. Y. Smith (rer), commuitiee vice-chair, is President Emeritus of the Instmute for Defense
Analyses. and has also served in a number of military posts including Deputy ‘Commander in Chief of
the U.S. European Command in Germany. ’

Lee Bollineer is Provest of Darumouth College and a coasttunoual scholar.

Benjamin Civilerd was U.S. Anomey General (1979-1981). and is currently in private practice with
the law firm Venable. Baeger, Howard aod Civiletti. ‘

Colin Crook is Senior Technology Officer for Citicorp

Samuel Fuller is Vice President of Corporate Research at Digiwl Equproent Corporation. f

Leslie Gelb is President of the Council on Foreign Relations. He has also scrved as an Assistant
Secretary of State for Politico-Military Affairs (1977-1930).

Ronald Graham is professor of mathemarics at Rutgers Universtty and Adjunct Director of
Information Sciences at AT&T Bell Labs.

Martin Hellman is professor of Electrical Engineering at Stanford University. Dr. Hellman was one
of the inventors of public key encrypaon.

Julius Katz is President of Hills & Company, and was Deputy United States Trade Representative
(1989-1993).

Peter Neumann 1s Princtpal Sciennst in the Computer Science Laboratory at SRI. He is the Chairman
of the ACM Committee on Compuiers and Public Policy, and a member of the ACM Swmudy Group on

crypto policy.

Ravmond Ozze is president of Iris Associates, a wholly-owned subsidiary of the Lotus Develo;jmcm
Corporaton. Iris Associates is the developer of Lows Notes.

Kurnar Patel is Vice Chancellor for Research at UCLA.

Edward Schmults, retired. was Depury Attomey General (1981-1984) and a former Semior Vice
President for External Relations and General Counsel for the GTE Corporarion. |

Elliot Stone is Execurive Director of the Massachusetts Health Data Consortium which is respclbsfolc

for the collection and analysis of the stare’s large health care databascs. |
I

|

Willis Ware, retired, is with RAND Corporamon as Senior computer scientist emeritus. He cb:m's the
statutory (Comaputer Security Act) Computer System Securtry and Privacy Advisory Board. i
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Remarks for
Mr. Keith Hall, DASD(I&S)
on the
NRC'’s Study of National Cryptography Policy
7 October 1994

@ On behalf of Dr. John Deutch, the Deputy Secretary of Defense, I am
pleased to welcome you to Washington, and honored to be here to address the
NRC'’s National Cryptography Policy Study Team.

@ In its 1991 Publication “Computers at Risk,” the National Research
Council noted that: “. . . the Government’s efforts [in securing its information

infrastructure/ have been hamstrung by internecine conflict and underfunding.”

The NRC continued by stating: “These problems currently appear 10 be
exacerbated, at precisely the time that decisive and concerted action is needed
A coherent strategy must be developed now, given the time, resources, planning,
and coordination required to achieve adequate system security and
trustworthiness.”’

® For its part the Department is reviewing its ability to provide
additional resources designed to secure a significant portion of the Defense
Information Infrastructure from anack.

® [n studying national cryptography policy, you have been charged with
developing policy recommendations in arguably the most strategically
important, technologically dynamic, difficult and complex subject areas in the
Defense arena. In addressing them I suggest o you that the Defense
Department is not “. . . on the outside looking in” on your study.

® We have a stake in every facet of your study:

~~ as customers of cryptography, to include Key Escrow
technologies,



~— as being increasingly dependent on the Public Switched
Network/National Information Infrastructure,

~ and as the Department assigned the responsibility of securing
the nation’s and the public’s freedoms in a rapidly changing “information
based” world.

® The Department’s stake is not parochial. It is a matter of concern to
the American people, for to the extent that our Defense Information
Infrastructure is placed at risk, so too are the lives of the Service men and
women who serve on our front lines.

~~ Accordingly, DoD is committed to working with you, within the
gevernment, and with industry in developing and implementing technologies
such as Key Escrow and national cryptography policies that enhance the
security of the nation, the freedoms of its citizens, and the competitiveness of its
industries.

@ [n defining ihe Department's perspective on the study, I thought it
would be useful to address briefly some of the key provisions of your task, the
first being: '

The Impact of current and possible restrictions on and standards
for cryptographic technology.

® The Department is not in the business of restricting US industry, its
citizens, or its technologies. We do not see the competitiveness of US industry
as exclusive from, or opposed to, national security interests. Changes in
industrial security, for example, are aimed at promoting the concept that sound
security is a joint concern of the department and its industrial infrastructure.
We are actively developing revised security arrangements that treat this matter
as a Defense/Industry partnership.

@ Given the diversity and competency of this study team, there are great
expectations regarding your ability to develop recommendations which keep
industry competitive, and enable the Department and law enforcement agencies
10 maintain the nation’s security, and the safety and privacy of its citizens in an
increasingly invasive information age.



The strength of various cryptographic technologies known today
and anticipated for commercial and private purposes, and the
strengths and weaknesses of current Key Escrow plans.

® We believe Clipper with its Key Escrow technology provides the
strength necessary to protect American communications now and well into the
future. urge you to examine the Government’s position and validate its truth.

Current and anticipated demand for information systems security
based on cryptography.

® This “demand” needs to be confirmed and clearly documented. |
have not seen any specific evidence suggesting the size of the potential market
hare. Although I am aware that certain industry representatives believe it is
large, I would be interested in seeing your results. Anecdotal comments
regarding the potential for overseas commerce in cryptography can not bea
basis for Administration cryptographic policy decisions that could adversely
affect Government’s ability to protect individual liberties, ensure public safety,
and develop timely intelligence on events transpiring throughout an
increasingly unstable world. The bottom line on this issue is: The nation
cannot afford to trade critical intelligence capabilities and its security for the
possibility of increased commerce.

Your tasks also ask you to assess:

The impact of foreign restrictions on the market for, importation,
and use of our cryptographic technologies, and the adequacy of US
cryptographic and cryptographic export policies.

 Given the reality of global connectivity, the Department is very
interested in your findings on the formation of foreign cryptographic policies
and how they impact upon [foreign] national security equities, the desires of the
commercial sector and on private Citizens. We will also be interested in any
differences you may find between stated policy(ies) and on how the policy(ies) is
(are) actually implemented.

~ Having determined foreign government cryptographic policies and
their actual implementation of them, you will be in a good position to



accomplish your assessment of the adequacy of our own cryptographic policies
in meeting the interests of the Government, business and the public.

How technology now and in the future affects policy for balancing
US security, law enforcement, privacy, and commercial interests.

@ | do not need to emphasize the technologically driven nature of the
issue. However, I must again emphasize that defense of the nation, law
enforcement, and the privacy and safety of US citizens are not (as conventional
wisdom and even the wording of the study issue strongly suggests) mutually
exclusive interests. In fact, the widely reported concems of Americans over
crime and their safety constitute a very close relationship between our citizens,
the law enforcement and national security communities. Far from being against
measures desigred to enhance their security, safety, and privacy, Americans
are for them.

® Discuss the need for cryptographic technologies and policies that help
to secure the National Information Infrastructure in an increasingly
interconnected world. The Department and the nation’s security, econcmic
health, our standard of living, the safety and freedoms of our people are
increasingly dependent on the security of the NII.

® Key Escrow does not signal the arrival of “Big Brother.” As recent
INTERNET break-ins illustrate, “big brothers,” not identifiable or subject to Us
laws, are currently active and are “into” your lives. Unless checked by security
technologies such as CLIPPER and its Key Escrow, these “big brothers” could
soon seriously affect the nation’s security, your safety, businesses, privacy, and
bank accounts.

@ Because of this, throughout your study efforts take a close look at
information as a commodity. Information and data (as used in control systems
from building air conditioners, to the air traffic control system, to the national
power grid) and its integrity, availability, and accuracy is the key to this
nation’s way of life -- In short, it is America’s lifeblood.

® | ask you to consider:



~~ The increasing technological pace of information and digital
control systems development. Information and data technologies are rapidly
becoming ubiquitous.

~~ The domination of information workers over those in the
manufacturing sector.

~ Mobile/cellular communications and electronic leashes
(pagers)

~~ All held together by an increasingly vulnerable/high-
value/high payoff target -- the hation's public switched network.

@ [njormation, and the systems in which it is processed, has had
profound effects on warfighting. The very essence of war and national security

is being transformed as I speak.

~~ National Strength: Has transformed from

' Industrial/Economic Supremacy to Information Supremacy

~~ Threats to the nation: Have transformed from Superpowers

" and Regional powers to Supranational and non-government organizations.

~~ Weaponry: Has transformed from bombs and bullets to bits
and bytes/zeros and ones.

~~ Attack planning and execution: Has transitioned from
months, weeks, and hours to hours, minutes, and seconds.

~~ Command and Control: Has transformed from
organic military and driven by military requirements, 1o Industrial based/COTS
and driven by the marketplace.

~~ Enemy Objectives: Have transformed from Damage to C2
systems and forward deployed US Forces to Damage, corruption, and
destruction of the domestic infrastructure.

~~ Attacks: Have transitioned from wartime to continuous.



~~ Attackers: Have transitioned from well defined/known
adversaries to anyone -- any group -- any nation.

® Keep in mind the international nature of Information Warfare
(INFOWAR) activities. The ability to wage devastating Information Warfare
attacks against a nation like ours -- increasingly dependent on its information
systems and supporting public infrastructure -- does not require superpower
status. Bear in mind: :

~~ The ability to wage INFOWAR to deny, deceive and/or exploit
information and the systems in which they reside, is not restricted to economic
superpowers. Through global communications people, interest groups, and
nations without great resources can currently safely play very destructive and
theoretically decisive roles.

~~ NSA estimates 95% of all illegal entries into DoD information
systems are undetected.

~~ The need for the United States to maintain Information
Warfare and Information System Security superiority.

® As a concession to my sense of symmetry, since [ began this talk with
a quote from the NRC, I feel obligated to close with one from the Joint Security
Commission. The quote frames the challenges and responsibilities you
shoulder in developing recommendations to guide the development of national
cryptography policy, and clearly states the stakes for the nation in the
information age.

~ “This technology [information warfare] is capable of
deciding the outcomes of geopolitical crises without the firing of a single
weapon. Our security policies and processes must protect our ability to
conduct such infowars while denying the enemy that same advantage.”

® Again, on behalf of Secretary Deutch, It has been my pleasure to be
here -- In the time I have remaining, I would be happy to entertain your
questions regarding the Department's perspective on your study.



ASSISTANT SECRETARY OF DEFENSE

WASHINGTON, D.C. 20301-3040

November 8, 1994

COMMAND,. CONTROL,
COMMUNICATIONS
AND
INTELLIGENCE

Honorable Dennis DeConcini

Chairman, Select Committee on Intelligence
United States Senate

Washington, DC 20510

Dear Mr. Chairman:

~ Section 267 of the National Defense Authorization Act
for Fiscal Year 1994 directed a 30 month Comprehensive
Independent Study of National Cryptography Policy be
conducted by the National Research Council (NRC) .

Accordingly, the NRC’'s study team held their first meeting on
October 7, 1994.

The Department is fully supporting the NRC's efforts.
We expect the NRC to complete the study and submit its public
report and the classified annex to it not later than May 31,

1997. The Defense Secretary'’'s report to the Committee will
follow within 120 days.

Sincerely,

S—
Emmett Paige, J

CcC:
Honorable John Warner
Ranking Minority Member



ASSISTANT SECRETARY OF DEFENSE

WASHINGTON, D.C. 20301-3040

November 8, 1994

COMMAND. CONTROL,
COMMUNICATIONS
AND
INTELLIGENCE

Honorable Joseph Biden Jr.

Chairman, Committee on the Judiciary
United States Senate

Washington, DC 20510

Dear Mr. Chairman:

Section 267 of the National Defense Authorization Act
for Fiscal Year 1994 directed a 30 mcnth Comprehensive
Independent Study of National Cryptography Policy be
conducted by the National Research Council (NRC).
Accordingly, the NRC’s study team held their first meeting on
October 7, 1994.

The Department is fully supporting the NRC's efforts.
We expect the NRC to complete the study and submit its public
report and the classified annex to it not later than May 31,
1997. The Defense Secretary'’'s report to the Committee will
follow within 120 days.

Sincerely,
W p
Emmett Paige, J
cc:

Honorable Orrin Hatch
Ranking Minority Member



ASSISTANT SECRETARY OF DEFENSE

WASHINGTON, D.C. 20301-3040

'November 8, 1994

COMMAND. CONTROL.
COMMUNICATIONS
AND
INTELLIGENCE

Honorable Sam Nunn

Chairman, Committee on Armed Services
United States Senate '
Washington, DC 20510

Dear Mr. Chairman:

Section 267 of the National Defense Authorization Act
for Fiscal Year 1994 directed a 30 month Comprehensive
Independent Study of National Cryptography Policy be
conducted by the National Research Council (NRC.

Accordingly, the NRC’s study team held their first meeting on
October 7, 1994.

The Department is fully supporting the NRC's efforts.
We expect the NRC to complete the study and submit its public
report and the classified annex to it not later than May 31,

1997. The Defense Secretary’s report to the Committee will
follow within 120 days. :

Sincerely,
W’ '
Emmett Paige, Jr.
cc:

Honorable Strom Thurmond
Ranking Minority Member



ASSISTANT SECRETARY OF DEFENSE

WASHINGTON, D.C. 20301-3040

November 8, 1994

COMMAND. CONTROL,
COMMUNICATIONS
AND
INTELLIGENCE

Honorable Jack Brooks .
Chairman, Committee on the Judiciary
House of Representatives '
Washington, DC 20515

Dear Mr. Chairman:

Section 267 of the National Defense Authorization Act
for Fiscal Year 1994 directed a 30 month Comprehensive
Independent Study of Naticnal Cryptography Policy be
conducted by the National Research Council (NRC) .
Accordingly, the NRC's study team held their first meeting on
October 7, 1994.

The Department is fully supporting the NRC’s efforts.
We expect the NRC to complete the study and submit its public
report and the classified annex to it not later than May 31,
1997. The Defense Secretary’s report to the Committee will
follow within 120 days.

Sinceref;,
M '
Emmett Paige, Jr.
cc:

Honorable Hamilton Fish
Ranking Minority Member



ASSISTANT SECRETARY OF DEFENSE

WASHINGTON, D.C. 20301-3040

November 8, 1994

COMMAND. CONTROL,
COMMUNICATIONS
AND
INTELLIGENCE

Honorable Dan Glickman
Chairman, Permanent Select
Committee on Intelligence
House of Representatives
Washington, DC 20515

Dear Mr. Chairman:

Section 267 of the National Defense Authorization Act
for Fiscal Year 1994 directed a 30 month Comprehensive
Independent Study of National Cryptography Policy be
conducted by the National Research Council (NRC).

Accordingly, the NRC’s study team held their first meeting on
October 7, 1994.

The Department is fully supporting the NRC’s efforts.
We expect the NRC to complete the study and submit its public
report and classified annex to it not later than May 31,

1997. The Defense Secretary’s report to the Committee will
follow within 120 days.

Sincerely,
4
\%“W /
Emmett Paige, Jr.

cc:
Honorable Larry Combest
Ranking Minority Member




ASSISTANT SECRETARY OF DEFENSE

WASHINGTON, D.C. 20301-3040

November 8, 1994

COMMAND, CONTROL.,
COMMUNICATIONS

AND

INTELLIGENCE

Honorable Ronald V. Dellums

Chairman, Committee on Armed Services
House of Representatives

Washington, DC 20515

Dear Mr. Chairman:

Section 267 of the National Defense Authorization Act

for Fiscal Year 1994 directed a 30 month Comprehensive

Independent Study of National Cryptography Policy be
conducted by the National Research Council (NRC).
Accordingly, the NRC’s study team held their first meeting on
October 7, 1994.

The Department is fully supporting the NRC’s efforts.
We expect the NRC to complete the study and submit its public
report and the classified annex to it not later than May 31,
1997. The Defense Secretary’s report to the Committee will
follow within 120 days.

Sincerely,
om—
Emmett Paige, Jr.
cc:

Honorable Floyd D. Spence
Ranking Minority Member
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COMMAND, CONTROL,
COMMUNICATIONS
AND
INTELLIGENCE

EXECUTIVE SUMMARY

Me. Commls e
’Hw
MEMORANDUM FOR DEPUTY SECRETARY OF DEFENSE

FROM: EMMETT PAIGE, JR., ASD(C3I) ﬂ' /J}o“"!

Prepared by: B. Valeri/OASD(C31// D(C3)/155/58705

SUBJECT: Department of Defense Support of the National
Research Council’s (NRC) Comprehensive
Independent Study of National Cryptography
Policy -- ACTION MEMORANDUM

4]

URPOSE: Pursuant to Congressional direction, forward
letters to the Secretaries of State, Treasury,
Justice, Commerce, and Energy, the Director,
Central Intelligence Agency, and the Directors of
selected Defense agencies requesting their
support of the subject study.

DISCUSSION: Congressional language authorizing the subject
NRC study (Section 267, of the Defense
Authorization Bill for FY 1994), directed the
Department of Defense to ™. . . cooperate fully
with the National Research Council in its
zctivities. . . “” The legislation also
directed the Secretary of Defense to .
request all other appropriate Federal
Departments and agencies toO provide similar
support.”

The attached letters satisfy Congressional
direction and will support the successful
accomplishment of the NRC’s study effort.

RECOMMENDATION: Recommend that you sign the letters at///
‘ TAB A.
GL,LA wk

DEPSECDEF DECISION:
- Approved

Disapproved

281:
2813



DEPUTY SECRETARY OF DEFENSE

1010 DEFENSE PENTAGON
WASHINGTON, DC 20301-1010

22 FEB 193

MEMORANDUM FOR DIRECTOR, NATIONAL SECURITY AGENCY

SUBJECT: National Research Council Study of National
Cryptography Policy

In the National Defense Authorization Act for Fiscal
Year 1994 (Section 267) Congress directed that the National
Research Council (NRC) conduct a comprehensive independent
study of cryptographic technologies and national
cryptography policy.

The NRC is currently under contract to the Department
and has initiated their data collection activities. The
successful accomplishment of this study effort will require
the Department’s full cooperation. I am, therefore,
requesting that you identify an agency point of contact
(POC) to serve as a facilitator for the NRC's efforts. By
establishing a direct line of communications between your

agency and the NRC, we can assist greatly in the development
of an informed and useful report.

Please provide the name, title and telephone number of
the POC to both Dr. Herb Lin of the NRC and Mrs. Barbara
Valeri, the Department‘'s POC who is the Director for
Information Systems Security. Dr. Lin can be reached at
202/334-3191. Mrs. Valeri can be reached at 703/695-8705

and is available to answer any guestions you have have on
this requirement.



DEPUTY SECRETARY OF DEFENSE

1010 DEFENSE PENTAGON
WASHINGTON, DC 20301-1010
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22 FER 1960

MEMORANDUM FOR DIRECTOR, DEFENSE INFORMATION SYSTEMS AGENCY

SUBJECT: National Research Council study of National
Cryptography Policy

In the National Defense Authorization Act for Fiscal
vear 1994 (Section 267) Congress directed that the National
Research Council (NRC) conduct a comprehensive independent
study of cryptographic rechnologies and national
cryptography policy. )

The NRC is currently under contract to the Department
and has initiated their data collection activities. The
successful accomplishment of this study effort will require
the Department’'s full cooperation. I am, therefore,
requesting that you identify an agency point of contact
(POC) to serve as a facilitator for the NRC's efforts. By
establishing a direct line of communications between your
agency and the NRC, we can assist greatly in the development
of an informed and useful report.

Please provide the name, title and telephone number of
rhe POC to both Dr. Herb Lin of the NRC and Mrs. Barbara
valeri, the Department’s POC who is the Director for
Tnformation Systems Security. Dr. Lin can be reached at
202/334-3191. Mrs. Valeri can be reached at 703/685-8705
and is available to answer any questions you have have on

this requirement.

28131



DEPUTY SECRETARY OF DEFENSE

1010 DEFENSE PENTAGON
WASHINGTON, DC 20301-1010

22 FEB 1093

MEMORANDUM FOR DIRECTOR, ADVANCED RESEARCH PROJECTS AGENCY

SUBJECT: National Research Council Study of National
Cryptography Policy

In the National Defense Authorization Act for Fiscal
vear 1994 (Section 267) Congress directed that the National
Research Council (NRC) conduct a comprehensive independent

study c<f cryptographic technologies and national

cryptography policy..

The NRC is currently under contract to the Department
and has initiated their data collection activities. The
successful accomplishment of this study effort will require
the Department‘s full cooperation. I am, therefore,
requesting that you identify an agency point of contact
(POC) to serve as a facilitator for the NRC’s efforts. By
establishing a direct line of communications between your
agency and the NRC, we can assist greatly in the development
of an informed and useful report.

Dlease provide the name, title and telephone number of
-he POC to both Dr. Herb Lin of the NRC and Mrs. BRarbara
valeri, the Department‘'s POC who 1is the Director for
Information Systems Security. Dr. Lin can be reached at
202/334-3191. Mrs. Valeri can be reached at 703/695-8705

and is available to answer any gquestions you have have on
this requirement.

<8131



DEPUTY SECRETARY OF DEFENSE

1010 DEFENSE PENTAGON
WASHINGTON. DC 20301-1010

Admiral William O. Studeman, U.S. Navy
Acting Director, Central Intelligence Agency
Washington, DC 20515

Dear Admiral Studeman:

In the National Defense Authorization Act for Fiscal
Year 1994 (Section 267), Congress directed the Secretary of
Defense to request that the National Research Council (NRC)
conduct a comprehensive, independent study of cryptographic
technologies and national cryptography policy.

The NRC is currently under contract to the Department of
Defense for the performance of this study and has initiated
their data collection activities. Because the scope of the
NRC study involves a wide range of government and private
sector activities and perspectives, its successful
accomplishment will depend on the full cooperation of
departments and agencies outside of the Department oI Defense.
Therefore, I solicit the Central Intelligence Agency’s
cooperation in the study and ask that you identify a point of
contact (POC) to serve as a facilitator for the NRC'’s efforts.
By establishing a direct line of communications between the
appropriate parties within the NRC and the interested
government entitles, we can assist greatly in the development
of an informed and useful report. :

Please provide the name, ritle and telephone number of
your POC to both Dr. Herb Lin of the NRC and Mrs. Barbara
Valeri, the Department’s POC who is the Director for
Information Systems Security. Dr. Lin can be reached at
202/334-3191. Mrs. Valeri can be contacted at 703/695-8705
and is available to answer any questions you may have on this
request.

Thank you for your assistance in this matter.

Sincerely,

ohn M. Deutch



DEPUTY SECRETARY OF DEFENSE

1010 DEFENSE PENTAGON
WASHINGTON. DC 20301-1010

~>
~
T
1y
[
w
[n)
1

Honorable Ronald H. Brown

Secretary of Commerce

Herbert C. Hoover Building

14th Street & Constitution Avenue, N.W.
Washington, DC 20230

Dear Mr. Secretary:

In the National Defense Authorization Act for Fiscal
Year 1994 (Section 267), Congress directed the Secretary of
Defense to request that the National Research Council (NRC)
conduct a comprehensive, independent study of cryptographic
technologies and national cryptography policy.

The NRC is currently under contract to the Department of
Defense for the performance of this study and has initiated
their data collection activities. Because the scope of the
NRC study involves a wide range of government and private
sector activities and perspectives, 1its successful
accomplishment will depend on the full cooperation of
departments and agencies outside of the Department of Defense.
Therefore, I solicit the Department of Commerce’s cooperation
in the study and ask that you identify a point of contact
(POC) to serve as a facilitator for the NRC’s efforts. By
establishing a direct line of communications between the
appropriate parties within the NRC and the interested
government entities, we can assist greatly in the development
of an informed and useful report.

Please provide the name, title and telephone number ct
your POC to both Dr. Herb Lin of the NRC and Mrs. Barbara
Valeri, the Department’s POC who is the Director for
Information Systems Security. Dr. Lin can be reached at
202/334-3191. Mrs. Valeri can be contacted at 703/695-8705
and is available to answer any questions you may have on this
request.

Thank you for your assistance in this matter.

incerely,

ohn M. Deutch



DEPUTY SECRETARY OF DEFENSE

1010 DEFENSE PENTAGON
WASHINGTON, DC 20301-1010
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Honorable Warren Christopher
Secretary Of State

Main State Department Building
2201 C Street, N.W.
Washington, DC 20520

Dear Mr. Secretary:

In the National Defense Authorization Act for Fiscal
Year 1994 (Section 267), Congress directed the Secretary of
Defense to request that the National Research Council (NRC)
conduct a comprehensive, independent study of cryptographic
-echriologies and national cryptography policy.

The NRC is currently under contract to the Department of
Defense for the performance of this study and has initiated
rheir data collection activities. Because the scope of the
NRC study involves a wide range of government and private
sector activities and perspectives, its successful
accomplishment will depend on the full cooperation of
departments and agencies outside of the Department of Defense.
Therefore, I solicit the Department of State’s cooperation in
the study and ask that you identify a point of contact (POC)
ro serve as a facilitator for the NRC’'s efforts. By
establishing a direct line of communications between the
appropriate parties within the NRC and the interested
sovernment entitles, we can assist greatly in the development
~f an informed and useful report.

Please provide the name, title and telephone numpber of
your POC to both Dr. Herb Lin of the NRC and Mrs. Barbara
Valeri, the Department’s POC who 1is the Director for
Information Systems Security. Dr. Lin can be reached at
502/334-3191. Mrs. Valeri can be contacted at 703/695-8705
and is available to answer any questions you may have on this
request.

Thank you for your assistance in this matter.

Sincerely,

hn M. Deutch



DEPUTY SECRETARY OF DEFENSE

1010 DEFENSE PENTAGON
WASHINGTON, DC 20301-1010

72 F22 189

Honorable Hazel R. O'Leary
Secretary of Energy

Forrestal Building

1000 Independence Avenue, S.W.
Washington, DC 20585

Dear Madame Secretary:

In the National Defense Authorization Act for Fiscal
Year 1994 (Section 267), Congress directed the Secretary of
Defense to request that the National Research Council (NRC)
conduct a comprehensive, independent study of cryptographic
technologies and national cryptography policy.

The NRC is currently under contract to the Department of
Defense for the performance of this study and has initiated
their data collection activities. Because the scope of the
NRC study involves a wide range of government and private
sector activities and perspectives, its successful
accomplishment will depend on the full cooperation of
departments and agencies outside of the Department of Defense.
Therefore, I solicit the Department of Energy’s cooperation in
the study and ask that you identify a point of contact (POC)
to serve as a facilitator for the NRC’s efforts. By
establishing a direct line of communications between the
appropriate parties within the NRC and the interested
government entities, we can assist greatly in the development
of an informed and useful report.

Please provide the name, title and telephone number of
your POC to both Dr. Herb Lin of the NRC and Mrs. Barbara
Valeri, the Department’s POC who is the Director for
Information Systems Security.” Dr. Lin can be reached at
202/334-3191. Mrs. Valeri can be contacted at 703/695-8705
and is available to answer any questions you may have on this
~ request.

Thank you for your assistance in this matter.

incerely,

hn M. Deutch



DEPUTY SECRETARY OF DEFENSE

1010 DEFENSE PENTAGON
WASHINGTON. DC 20301-1010

22 PR

Honorable Janet Reno

Attorney General of the United States
Main Justice Building

10th Street & Constitution Avenue, N.W.
Washington, DC 20530

Dear Madame Attorney General:

In the National Defense Authorization Act for Fiscal
Year 1994 (Section 267), Congress directed the Secretary of
Defense to request that the National Research Council (NRC)
conduct a comprehensive, independent study of cryptographic
rechnologies and natiocnal cryptography policy.

The NRC is currently under contract to the Department of
Defense for the performance of this study and has initiated
their data collection activities. Because the scope of the
NRC study involves a wide range of government and private
sector activities and perspectives, its successful
accomplishment will depend on the full cooperation of
departments and agencies outside of the Department of Defense.
Therefore, I solicit the Department of Justice’s cooperation
in the study and ask that you identify a point of contact
(POC) to serve as a facilitator for the NRC’s efforts. BY
establishing a direct line of communications between the
appropriate parties within the NRC and the interested
government entities, we can assist greatly in the development
of an informed and useful report.

Please provide the name, title and telephone number of
your POC to both Dr. Herb Lin of the NRC and Mrs. Barbara
Valeri, the Department’s POC who 1is the Director for
Information Systems Security. Dr. Lin can be reached at
202/334-3191. Mrs. Valeri can be contacted at 703/695-8705
and is available to answer any questions you may have on this
request.

Thank you for your assistance in this matter.

incerely,




DEPUTY SECRETARY OF DEFENSE

1010 DEFENSE PENTAGON
WASHINGTON, DC 20301-1010

99 Fe2 16

Honorable Robert E. Rubin
Secretary of the Treasury
Main Treasury

1500 Pennsylvania Avenue, N.W.
Washington, DC 20220

Dear Mr. Secretary:

In the National Defense Authorization Act for Fiscal
Year 1994 (Section 267), Congress directed the Secretary of
Defense to request that the National Research Council (NRC)
conduct a comprehensive, independent study of cryptographic
trechnologies and national cryptography policy.

The NRC is currently under contract to the Department of
Defense for the performance of this study and has initiated
their data collection activities. Because the scope of the
NRC study involves a wide range of government and private
sector activities and perspectives, 1ts successful
accomplishment will depend on the full cooperation of
departments and agencies outside of the Department of Defense.
Therefore, I solicit the Department of Treasury’s cooperation
in the study and ask that you identify a point of contact
(POC) to serve as a facilitator for the NRC’s efforts. By
establishing a direct line of communications between the
appropriate parties within the NRC and the interested
government entitles, wWe can assist greatly in the development
of an informed and useful report.

Please provide the name, title and telephone number of
your POC to both Dr. Herb Lin of the NRC and Mrs. Barbara
Valeri, the Department’s POC who is the Director for
Information Systems Security. Dr. Lin can be reached at
502/334-3191. Mrs. Valeri can be contacted at 703/695-8705
and is available to answer any questions you may have on this
request.

Thank you for your assistance in this matter.

incerely,

hn M. Deutch
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NATIONAL ACADEMY OF SCIENCES

2101 Coastitution Avenuc Washington, DC 20418

OFFICE OF CONTRACTS AND GRANTS OFFICE LOCATION:
FAX: (202) 3342797 Cecil and Ida Green Building
2001 Wisconsin Avenae NW, Room GR406

May 20, 1994
Ms. Barbara L. Valeri |
Director of Information Systems Security
Office of the Assistant Secretary of Defense
Washington, DC 20301-3040

RE: Proposal No. 94-1 54—01; "National Cryptography Policy”
Dear Ms. Valeni:’

This letter is in response to the recommended changes and requests for clarification
contained in Enclosure 1 of your letter of May 2, 1994. The responses ar¢ numbered to,
coincide with the numbers of the points madg in your letter; responscs have becn prepared by
Mr. Herb Lin of the Computer Science and Telecommunications Board, Commission on
Physical Sciences, Mathematics, and Applications.

1a  The NRC hss established through the Chief of the Office of Naval Research a cadre of
SCI billets for those committee men bers and staff necessary to conduct the study.
Nominations to receive SCI clearances will be limited to those individuals with a strict
need-to-know". Individuals requiring access 10 non-SCI classified information have
or will be processed for the appropriate level of clearance through the Defense
Industrial Security Clearance Office (DISCO).

1b. A package of names for individuals to receive SCI clearances for the study will be
forwarded to the Department of Defense as soon as possible. In accordance with
Public Law 103-160 (The Defense Authorization Act of FY 1994), it is anticipated
that the Department of Defense will expedite to the fullest degree possible the
processing of security clearances that are necessary for the National Research Council
to conduct the study.

l1c. We agree that access 10 classified data is contingent on the successful completion of
required background checks and investigations and the execution of non-disclosure
agreements.

1d. The NRC review process entails two separate but related steps to insure the intellectual
integrity of NRC reports.

+  The first step is the review of the draft report by individuals not associated
with the study project. These individuals make comments to the NRC that are
forwarded to the original study committee. The study committee is required to-
respond to each and every comment of the reviewers; the result of this response
is either an alteration of the manuscript in response to a comment, or a
statement that explains why the committee chose not to alter the manuscript.

1
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+  The second step is taken by the NRC's Report Review Committee (RRC). This
committee examines the original draft manuscript, all reviewer comments, and
the revised manuscript to ensure that the study committee has done an adequate
job in responding to reviewer comments. On occasion, the RRC may suggest
changes itself. Once the RRC approves a manuscript, it is ready for transmittal
to the sponsor. 4

If the draft report includes classified material, individuals with appropriate security

clearances will be selected as reviewers for those sections containing such material.
Not included in your request.

The report will be submitted to the Department of Defense prior to publication in final
form for security review to ensure that classified material is not inadvertently
disclosed.

2 athrough 2 d.

In addition to the items listed on pages 2 and 3 of our proposal under Project C.o.nten;,
the study will also address:

+  current and anticipated demand for information systems security based on
cryptography. - .

+  the impact of foreign restrictions on the use of, impartation of, and the market
for cryptographic technology.

+  the extent to which current cryptography policy is adequate for protecting U.S.
interests in privacy, public safety, national security, and economic
competitiveness.

+  technical strengths and weaknesses of current key escrow implementation
schemes.

While there are currently no restrictions on the American use of encryption, the impact
of possible restrictions on such use on the competitiveness and performance of ‘
commercial U.S. users is a matter of some concern within the community. It is thus
an appropriate point for the project to consider.

If you have questions regarding the foregoing, or require further clarification, please

contact me at (202) 334-3178. We look forward to working with you on this worthwhile
project. | -

cc:

rely yours, /=

Elaine M. Smialek = -
Contract Manager

H. Lin

M. Blumenthal



OFFICE OF THE ASSISTANT SECRETARY OF DEFENSE

WASHINGTON. DC 20301-3040

ZOMMAND CONTROL
COMMUNICATIONS
AND INTELLIGENCE

2 IAY 394

Ms. Elaine M. Smilek

Contract Manager, Office of
Contracts and Grants

National Academy of Sciences

2101 Constitution Avenue

Washington, D.C. 20301-6000

Dear Ms. Smilek, .

The Department of Defense has completed its review of your Statement of
Work (SOW), Proposal No. 94-CPSMA-154, for a 32 Month study entitled
“National Cryptography Policy.” Recommended changes to the SOW and requests
for clarification are provided in Enclosure 1. | believe the changes offered will.
satisfactorily address the security concerns of the Department and help promote .
the development of a highly useful product. The Department is prepared to
proceed withr.the study upon agreement on the SOW provisions. | would be happy
to meet with you and other staff members 1o facilitate this process.

My action officers for the study are Messrs. William Freestone and Jeff
Gaynor. They can be contacted at: (703) 602-5878 and 602-5876 respectively.

Sincerely,

Barbara L. Valeri
Director of Information Systems Security

Enclosure



Review of the National Research Council Statement of Work
Study Proposal Number 94-CPSMA-1 54
"National Cryptography Policy”

1. The proposed study will require access 10 extremely sensitive information, the
divulgence of which could cause grave damage 1o the nation’s security.
Accordingly, the following security specifications should be added to the
Statement of Work (SOW) to bring the study into compliance with national
regulations for the handling of Special Intelligence and cryptographic information.

a. The SOW contemplates the clearing of up to 5 panel members for access
to Sensitive Compartmented Information (SCl). Inasmuch as the panel will require
administrative support, the number of panel members cleared to SCI should be

limited to three with a similar number of administrative/clerical personnel being
cleared to the same level.

b. The SOW should specify when security clearance applications will be
submitted.

c. The SOW should include a provision that access 10 classified data is
contingent on the successful completion of required background checks and
investigations, and the execution of non-disclosure agreements.

d. The. SOW makes reference to NRC “review procedures.” Materials
describing the procedures should be forwarded to this office for review in order for
the Department to determine if they are appropriate in the context of the proposed
study. Once approved, include the review procedures in the SOW.

£. Include in the SOW a provision which requires submission of the report to
DoD for security review (to prevent inadvertent disclosures of classified
information), before the study is published in final form.
2. The Project Content portion of the SOW should include the NRC's study of:

a. Current and anticipated demand for information systems security.

b. The impact of foreign restrictions on the use of, and market for,
cryptographic technology.

e NOTE: Many countries impose restrictions on the cryptography -
that may be imported into their countries or connected to their public switched
networks. This suggests that a "free market" for encryption may never exist. This
could be a significant factor in projecting future markets.

Enclosure 1




c. The extent to which current cryptographic policy satisfies the interests of
privacy, public safety, national security, and competitiveness. In doing so,
reviewers will be able to compare what the policy is doing well and what it is not.

d. Alternatives to current key escrow implementation. The study should
specifically address whether key escrow encryption can be implemented in.
software with assurance that communications will be secured, and that the key
escrow mechanism can not be bypassed. '

3. The Project Content section of the SOW includes a provision that appears to
reflect a misunderstanding of current regulations. Since there are no U.S. imposed
restrictions on U.S. user use of encryption, here or abroad, query the rationale for
studying the impact of restrictions on "the competitiveness and performance of

commercial US users of such technology. "



Comparison of the National Research Council Response
to DoD ISS Letter of 2 May 1994
Study Proposal Number 94-CPSMA-154
"National Cryptography Policy”

The NRC has responded to our 2 May 1994 letter. Below is an analysis of their
response to the issues raised in our letter and a copy of their response.

ISS Letter - Paragraph 1a: The SOW contemplates the clearing of up to 5 panel
members for access to Sensitive Compartmented Information (SCI). Inasmuch as the
panel will require administrative support, the number of panel members cleared to SCi
should be limited to three with a similar number of administrative/clerical personnel
being cleared to the same level.

ISS Letter - Paragraph 1b: The SOW should specify when security clearance
applications will be submitted.

ISS Letter - Paragraph 1c: The SOW should include a provision that access to
classified data is contingent on the successful completion of required background
checks and investigations, and the execution of non-disclosure agreements.

ISS Letter - Paragraph 1d: The SOW makes reference to NRC “review procedures. "
Materials describing the procedures should be forwarded to this office for review in
order for the Department to determine if they are appropriate in the context of the
proposed study. Once approved, include the review procedures in the SOW.
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ISS Letter - Paragraph 1f: Include in the SOW a provision which requires submission
of the report to DoD for security review (to prevent inadvertent disclosures of
classified information), before the study is published in final form.

ISS Letter - Paragraphs 2a through 2d: The Project Content portion of the SOW should
include the NRC's study of:

a. Current and anticipated demand for information systems security. -

b. The impact of foreign restrictions on the use of, and market for,
cryptographic technology.

e NOTE: Many countries impose restrictions on the cryptography that
may be imported into their countries or connected to their public switched networks.
This suggests that a "free market" for encryption may never exist. This could be a
significant factor in projecting future markets.

c. The extent to which current cryptographic policy satisfies the interests of
privacy, public safety, national security, and competitiveness. In doing so, reviewers
will be able to compare what the policy is doing well and what it is not.

d. Alternatives to currentkey escrow implementation. Specifically address, the
question: |f the encryption algorithm resides in software, can key escrow be
implemented with assurance that communications will be secured, and that the key
escrow mechanism can not be bypassed?

ISS Letter - Paragraph 3: The Project Content section of the SOW includes a

provision that appears to reflect a misunderstanding of current regulations. Since
there are no U.S. imposed restrictions on U.S. user use of encryption, here or abroad,
query the rationale for studying the impact of restrictions on “the competitiveness and
performance of commercial US users of such technology.”




ISS Bottom Line: The NRC has attempted to meet most of our study requirements.
However, from its response to our paragraph 1d, it-appears the NRC lacks formal in-
house security “review procedures."” Recommend this issue be raised with the NRC
in subsequent correspondence and that the study not be allowed to proceed until NRC
security procedures for this study are approved by DoD and included in the SOW.
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SICTION 8
“UPPLIES OR SERVICES AND PRICES/COSTS

Pursuant to Section 267 of the Nationai Defense Authorization Act
for Fiscal Year 1994, a study snal) be conducted by the National
Researcn Council of the National Acacemy of Sciences (Contractor).

The study entitled: “Comorenensive Independent Study of Nationai
Cryptograpnic snall assess:

(1) The effect of cryptographic technologies on: National security
1nterests of the United States Govermment, Law enforcement interests of
the United States Government, Commercial interests of Urited States
industry, P»'—ivacy interests of United States citizens; ana

(2) The effect on commercial 'nterests of United States 1ndustry of
export controls on cryptographic technologres.

[TEM ODESCRIPTION TUANTITY 2 UNIT pPoICE AMOUNT

com “"Comorenensive |ndependent Steagy of 1,20 i 75$2735.000000 798, 735.00
Nationai Cryptographic Policy™

0002 Reports and Other Deliverapies 1.00 LT NSP

0002aA MEETINGS (Committee, Dissemination. ang As Required NSP
Staff)

0002A8 FINAL REPORT (In accorgance with tre 1.0C T NSP

PRODUCT AND DISSEMINATION PLAN, as set
forth 1n tne Contractor's proposai).

“OTAL ZSTIMATED COST: S 798,735.00

DASWO1-94-C-0178



LIZTICN C
TISCRIPTION/SPECS. /WORK STATEMENT

T-%. INCORPORATION OF TECHNICAL PROPOSAL

Contractor snall furnish the necessary personnei, materials,
facilities. ana other supplies/services as specitiea in 1:s zecnnicai
sroposail entitlea: 'National Cryptograpny Policy" {(Cr:iginai - cateo
“March 1994: Revisea - dated June 1994). The tecnnicai orccosai, as
revised. 1s nereoy i1ncorporated at SECTION J, Acttacnment 1.

C-2. ENGLISH LANGUAGE DOCUMENTATION
A1l Contractor-prepared materiai to be furnisned uncer tnis

contract shall be written 1n tne Engliish language, ana all measurements
snall be 1n tne English Linear measure and avoirdupols weignt systems.

DASW01-94-C-0178 C-1
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ZTION D

“iCKAGING AND MARKING

METHOD OF TRANSMISSICN (TOP SECRET)

Top secret material may oe transmitted oy (1) a specifically
designated escort or couryer cleared for access to TOP SECRET information
(military, US civilian empioyee. or a responsible empioyee designated by
the contractor, except the contractor's empioyee snhall not carry
classified materyai across international bounaaries) or, (ii) Armed Forces
Courier services using a contractor assigned ARFCOS account number. Under
no circumstances shall TOP SECRET materral be transmitted through the US or
company mayl channeis.

PACKAGING AND MARKING OF CLASSIFIED ITEMS

(a) CCNFIDENTIAL or SECRET material w11l be packea to conceal 1t
properly and to avoid suspicion as to contents, anad to reach destination in
satisfactory conaition. Inzernal markings or 1nternal packaging will
clearly inaicate tne classification. O NOTATION TO INDICATE
CLASSTFICATION WILL APPEAR IN EXTERNAL MARKINGS. | ee paragrapn 17 of tre
Industrial Security Manuai for Safequaraing Classified [nformation, OcO

5220.22-M.)

(b) CONFIDENTIAL or SECRET documents wili be enclosed in two (2)
opagque envelopes or covers. The inner enveiope or cover containing the
documents being transmittec w111 be accressed, return addressed and sealed.
The classification of tre cocuments te:ing transmitted wiil be cleariy
marked on the front ana back of the inner container. The classified
documents w1il oe protectea from girect contact w-:in the 1nner cover oy a
cover sheet or by folaing inward. Fcr SECRET documents, a receilpot form
ident fying the addresser, accressee ana documents ~1i1 be encicsed 1n the
inner envelope. CONFIDENTIAL documents w1l be covered by a receipt oniy

~hen the senger deems 1t ~ecessary. "2 i1nner enveiooe or cover wiil be
enclosed 1n an opaaue outer enveiooe c- zover. -2 classification Tarxings
cf the inrer envelope snou 'z ~ct —e se-ectanie ouier enveioce w:i'i ze
igdressed. return 2ccressec arad sea.ec. . TCASSITIZATION MARKINGS wile
APPEAR ON THE SuTZR ZNVELOPI CR COVER

IND OF SECTION D

DASWO1-94-C-0178 51
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iNSPECTION OF RESEARCH MO DEVELOPMENT (SHORT FORM) (APR 1984)
{Reference 46.309)
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SECTICN F

13.247-34 T.35.3. CESTINATICN (NOV 1561
(Reference 47.303-6(c)) ,

,

~y

TERM OF CONTRACT

The term of this contract s from 30 Septemper 1994 througn 31 May 1997,

£.3 PLACE OF DELIVERY (CORY. .
All items to be delivered under this contract shall be delivered to
the Contracting Officer's Representative (COR) at zre location(s) specifieq
e low:
M. Jeffrey R. Gaynor (030, Oirector of [nformation Systems Security) Room
3C-341, The Pentagon wasmington, 0C 20301-3040.
.4 REPORTS AND OTHER DEL!VERABLES

Celivery of all reports and otner celiverapies snall be mage to the
adaress specified 1n Section 7 1n accordance wrth tre following:

ITEM NO SESCRIPTICN ZATE (cn or Before)

CCl2aA ~Meet:ings
0C02A8 “1nal Reoort

AS required

in accorgance witn Contractor
Technical Proposai: Product
ana Dissemination Plan (p/4)

DASWO1-94-C-0178 - .

.
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SECTION G
SCNTRACT ACMINISTRATION DATA

232.201-7000 CONTRACTING OFFICER'S REPRESENTATIVE (DEC 1991)
{a) Definition. "Centracting officer's reoresentative’ means an

individual designated 1n accorgance witn subsection 201.602-2 of the
Defense Federal Acquisition Regulation Suopiement and authorized in writing
by the Contracting Officer to perform soecific technical or administrative
functions.

(b) If the Contracting Officer gesignates a contracting officer's
representative (COR), tne Contractor will receive a copy of the written
designation. [t wil} specify the extent of the COR's authority to act on
behalf of the Contracting Officer. The COR is not authorized to make any
commitments or changes that wh il affect price, quality, quantity, delivery,
Or any other term or condition of the contract.

(End of clause) '

VOUCHERS

{a) Vouchers, :centifieq by contract numoer, including celivery orger
numoer, 17 aospilcable, witn SuppOrting statements, snall be submitted for
review and provisional approval to the cognizant audit agency listed below:

OCAA - District Brancn Office, 8181 Professional Place, Suite 101 Landover,

' MD 20785-2218

(b) One (1) copy of each voucner snail pe maiied to the Contracting
Officer's Reoresentat:ve at the address iisted below:

Mr. Jeffrey . Gaynor, (350 S:recror of [aformation Systems Security) Room

3C-84), The Pentagon wasnington, OC Z0201-3040

CILEGATIIN OF SuiAORITY <

5 CONTRACT ACMINISTRATICN

The following CoNtraciing agministration office 1g nereby designatea
as the authorized representative of the Contracting Officer for the
purpose of administering tnis contract

directives:

1N accorcance with cCurrent

OASW01-94-C-0178 G-1
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Office of Naval Residgent Researcn Reoresensative (CNRRRY 101 Marwetta
Tower, Suite 2805 Atlanta, GA 30323-0008

CONTRACTING OFFICER'S REPRESENTATIVE

(a) The Contracting Officer's Reporesentative (COR) unger this
contract is Mr. Jeffrey R. Gaynor (03D, Tirector of [nformation Systems

Security) TELEPHONE: (703) 693-6686 Room 3C-841, The Pentagon Washington,
0C 20301-3040. ‘

(b) The Contractor 1s aavisea that oniy tne Contracting Officer can
change or modify the contract terms or take any other action which
opligates tne Government. Tren. such act:on must be set forth 1n a formal

modi1fication to the contract. -= autnority cf tre COR is strictly limiteg

ietter of appointment. a copy
of which 1s furnished to the Contractor. I:zntractors wno rely on airection
from other than the Contract1ng Officer or a COR acting within the strict
limits of his responsipilities as set fortn :n nis/her letter of
appointment do so at their own risk ana expense. Such actions do not bind

the Government contractually. Any contractual questions snall be directed
to the Contracting Officer.

10 the specific cuties set forsn 1n nis/ner



22CTICN H
SPECIAL CCNTRACT REQUIREMENTS

=1 PAPERWORK REDUCTION ACT

[n the event that 1t becomes necessary to coilect information upon
icentical forms from ten or more oersons otner tnan federal emoloyees, ‘tre
Pacerwork Reduction Act shall apply to this contract, and the contractor
snall obtain througn the COR the required DOD clearance. No funds will be
exocended Or any contracts magde for tne coliection of data from public
resoondents until the contractor ss given written notice by the contracting
officer.

H.2 MILITARY SECURITY CLASSIFICATION

Military security requirements 1n :re cerrormance of this contract

s~ail be maintained 1n accordance witn FAR 52.202-2. Security Requirements

ina the DD Forni 234 containea 1n Section . T=e nignest classification

‘~volved 1n tne performance of this contract is TOP SECRET. Trvs contract

socument 13 UNCLASSIFIED. 211 individuals requiring access to collateral information

in connection with this contract will be orocessed for the approoriate level ‘

of clearance through the Defense Industrial Clearance Office (DISCO). Cleared

Zrdividuals will also be required to comply with all security practices,

crocedures, and regulations to prevent loss or compromise of clagsif:!.ed natic?nal
H.3 INCORPORATION OF CERTIFICATIONS security information.

Section K, "Representations. Cert:fications anag Other S:atements of
“iferors”, Section L, "Ilnstructions, Conavtions, ang Notices to Offerors or
--oters”, ang Section M, "Evaiuation Factors for Award", aitnougn withdrawn

at time of award. are nereby 1ncorporatea Dy reference with the same force
ira effect as f stated n fuil text.

~.4

SPECIAL ACCESS ANC COMPETITIVE PROCUREMENT

(a) Preorietary Data of Thirg Parties. [n tne event the Contractor

0ASW01-94-C-35178
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H.6

“2quests access to oroprietary data of ctrer companies,

studres and research unger the contract, :t 111 enter 1NT0 agreements with

grotect sucn.catd from unautnhorized use or
cata remains- grooryetary.

tme suppiying companies to
cisclosure so long as sucn

(b) Proprietary Data furnisneq by the Government.

Contractor 15 given access oy tre
Government or proorietary aata of
Sovernment, the Contractor neredy
<nauthorizea use or aisclosure as

1N crger to conduct

in the event the

Gevernment to oroprietary cata of the
tnird parties possessed Dy the

agrees to orotect such data from

long as such cata remains oroprietary.

PRE-CONTRACT CCSTS

A1l costs incurrea on or afrer ¢t
anticipation of this cocntract., wnien of

$50,000.00.

INCREMENTAL FULNDING

This contract srail ne suirect t

$ $400.000.00

oresently available for serfcrmance. it

nrougn 30 Septemoer,

.n accorzance a:

©owre Sezios-

"

“lros," no ‘ecal -

nCney 'n excess of §

srall arvse uniess ang unty! acarticrai

< :nacremental

Z a.ses 'Tarminatica ans

f.cs are

<antracting Cfficer trrougn a tcarfization of =mis

DASW01-94-C-0178
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SULY. 1294 by the contractor 1n
ircurred after the effective cate of

tN1S CONtract wouid nave peen consicered aliowabie costs hereundger,

allowable costs hereuncer: sroviceq,

snail be

Ncwever, sucn costs shall not exceed

F‘nc1ng, PRR4,!

'S estimatec tnat re funas

oresently avarlaple are sufficient ts Sermit the contractor's serformance.

. _:mitaticn of

iTe sc.ermment ‘o za,ment of

$280,0CC. c¢C
mace avar:.aole by tne
ccniracs.



=7 ALLOWABLE COSTS

For the term of tnis contract. :re.Contractor wiii e reimourseg for

allowable costs 1n accordance wrin FAR Subcart 2.

H.8 CONTRACTOR VISITS

At the request of the Contractor, the Contractlng Officer’'s Representative
(COR) will coordinate Contractor visits to a sponsor's agency and other DoD
agencies necessary for performance under this contract.

DASW01-94-C-Q178
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SICTION |
ICMTRACT CLAUSES

CLAUSES INCORPORATED BY REFERENCE (JUN 1988)

This contract incorporates one or more clauses by reference, with thé
same force ana effect as if they were given 1n full text. Upon request,
the Contracting Officer w111 make their full text available.

[.2 52.202-1

1.3 $2.203-1

I.4 32.203-3

i3 32.203-5

(€2}

£2.203-7

.7 52.203-10

1.8 £2.203-12

.3 22.204-2
Y0 $2.209-6
A 32.215-1
(.12 %2.2315-22

0ASWO01-94-C-0178

(End of clause)

DEFINITIONS (SEPT 1991)
(Reference 2.201)

GFFICIALS NOT TO BENEFIT {APR 1984)
(Reference 3.102-2)

GRATUITIES (APR 1984)
(Reference 3.202)

ZOVENANT AGAINST CONTINGENT FESS (APR 1984)
‘Reference 3.404(c))

ANTT-X[CKBACK PROCEDURES (CCT 1388)
(Reference 3.502-2)

PRICE OR FEE ADJUSTMENT FOR ILLEGAL OR IMPROPER ACTIVITY (SEP 1990)
{Reference 3.104-10(c))

CIMITATION ON PAYMENTS TO INFLUENCE CERTAIN FEDERAL TRANSACTICNS (JAN
1990)

(Reference 3.8C8(b))

SECURITY REQUIREMENTS (APR 13984)
(Reference 4.404(a))

PROTECTING THE GOVERNMENT'S INTEREST wHEN SUSCONTRACTING WITH CCNTRACTORS
CEBARRED, SUSPENDED. Cx R3C00QSE2 FCR TE2ARMENT (NOV 1692)

Reference 9.4C5(b);

IXAMINATION OF RECORDS 8Y CCMPTROLLER GENERAL (FZ3 1993)
(Reference 15.106-1(b))

PRICE REDUCTION FOR DEFECTIvE COST OR PRICING DATA (JAN 1991)
(Reference 15.804-8(a))



(o4}

r
F3

s2.

Se.

52.

s2.

S2.

.215-23

.215-27

215-30

215-33

215-39

.216-7

.216-11

216-15

222-26

.222-35

.222-36

.222-37

OASW01-94-C-0178

PRICE REDUCTICN FOR DEFECTIVE COST OR PRICING DATA--MODIFICATIONS

(0OEC 1991) .
(Reference 15.804-8(b))

TERMINATION OF DEFINED SENEFIT FENSION PLANS (SEP 1989)
(Reference 15.304-8(e))

FACILITIES CAPITAL COST OF MONEY (SEP 1987)
{Reference 15.504(a))

CRDER OF PRECEDENCE (JAN 1986)
{Reference 15.406-3(b))

REVERSION OR ADJUSTMENT OF PLANS FOR POSTRETIREMENT BENEFITS OTHER THAN

SENSIONS (PRB) (UL 1991)
{Reference 15.804-8(f))

ALLOWABLE CCTST AND PAYMENT oLl 189y
“Feference 16.207(a))

COST CONTRACT--NO FEE (APR 1984)--ALTERNATE [ (APR 1984)
{Reference 16.207(e)(2)

PREDETERMINED INDIRECT COST RATES (APR 1984)
{Reference 16.307(1))

tQUAL OFPORTUNITY (APR 1684)
(Reference 22.5310(e))

AFFIRMATIVE ACTION FOR SPECIAL DISABLED AND VIETNAM ERA VETERANS

{APR 1984)
{Reference ¢2.1308(a)( )

SEFIRMATIVE ACTION FOR FANDICAPPED WORKERS /2P 1334\
“eference 22, :iC8(a),

IMPLOYMENT REPORTS CN SPECIAL DISABLED VETERANS AND VETERANS OF THE

JIETNAM ERA (JAN 1983)
(Reference 22.1208(b))
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S2.

2.

.223-2

.223-6

227-14

.227-21

.230-3

.230-4

.230-5

.232-9

232-22

.232-25

.232-28

L2331 1

2. 233-3 |
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CLEAN AIR AND WATER (APR 1984)
(Reference 23.105(b)) .

ORUG-FREE WORKPLACE (.LL 1550)
(Reference 23.505(b))

RIGHTS IN DATA--GENERAL (JUN 1987)
(Reference 27.409(a)(1)

TECHNICAL DATA CERTIFICATION, REVISION, aNO WITHHOLDING OF PAYMENT -~

MAJOR SYSTEMS (JUN 1987)
(Reference 27.409(q)) ~

OISCLOSURE AND CONSISTENCY OF COST ACCOUNTING PRACTICES (AuG 1992)

(Reference 30.201-4(b))

CONSISTENCY [N COST ACCCUNTING PRACTICES {ALG 1992)
{Reference 30.201-4(c))

AOMINISTRATION 2F Z3ST ACCOUNTING STANDARDS (ALG 1592)
(Reference 30.201-4(q))

LIMITATION ON WITHHOLDING OF PAYMENTS (~PR 1984)
(Reference 32.111(c)(2)

LIMITATION OF FUNDS (APR 1984)
(Reference 32.705-2(c))

ASSIGNMENT OF CLAIMS (JaAN 1986)
(Reference 32.806(a)(1)

PROMPT PAYMENT (MAR 1992)
{Reference 32.508(c)}

ELECTRONIC FUNDS TIANSFIZ ZavMENT wI7wtIS Ji73 "223)
(Reference :2.303(d;:

OISPUTES /MAR 1994 ) -3  TEINATE [ /25C 1581)
(Reference 33.213;

PROTEST AFTER AWARD {JLh 1G85)--aLTZRNATE I (SUN 1985)
(Reference 33.1C6(b))
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.48
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.51

52.242-1

S2.243-2 V

52.246-25

$2.249-5

252.

~y
o
[AV)

252.

252.

252.

2s2.

203-7000

.203-7001

203-7003

215-7000

223-7004

.227-7018

.227-7029

.227-7030

227-7037
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MOTICE OF INTENT TO DISALLOW COSTS (APR 1984)
{Reference 42.802)

CHANGES--COST-RE IMBURSEMENT (AUG 1987)--ALTERNATE V (APR 1984)
(Reference 43.205(b)(6)

LIMITATION GF LIABILITY--SERVICES (APR 1984)
(Reference 46.805(a)(4)

TERMINATION FOR CONVENIENCE OF THE GOVERNMENT (EDUCATIONAL AND OTHER
NONPROF IT INSTITUTIONSY (APR 1984)
(Reference 49.502(d))

STATUTORY PROHIBITION ON COMPENSATION TO FORMER DEPARTMENT OF DEFENSE
EMPLOYEES (DEC 1991)
{Reference 03.170-4)

SPECTAL PROHIBITION ON EMPLOYMENT (APR 1993)
{leference )

PROHIBITION AGAINST RETALTATORY PERSONNEL ACTIONS (APR 1992)
(Reference 03.7:28)

SRICING ADJUSTMENTS [3JEC “361)
(Reference 15,804-8(1))

ORUG-FREE WORK FORCE (SEP 1988)
(Reference 23.570-4)

RESTRICTIVE MARKINGS ON TECHNICAL DATA (OCT 1988)
(Reference 27.403-72(a)

IDENTIFICATICN COF TECHNICAL DATA (ASR 1688)
‘Reference 27.303-72(a)

TICHNICAL DATA--wi TmROLD NG F PAYMENT (OCT 1553)
(Reference 27.203-74(b)

VALIDATION OF RESTRICTIVE “ARKINGS CN TECHNICAL DATA (APR 1988)
(Reference 27.403-73(a)



252.231-7000 SUPPLEMENTAL COST PRINCIPLES (DEC 1991)
: (Reference 31.100-70) .

252.231-7001 "ENALTIES FOR UNALLOWABLE COSTS (MAY 1994)
{Reference

252.232-7005 RE[MBURSEMENT GOF SUBCONTRACTOR ADVANCE PAYMENTS--00D PILOT MENTOR-PROTEGE
PROGRAM (DEC 1991) :
{Reference 32.412-70(c)

252.233-7000 CERTIFICATION OF CLAIMS AND REQUESTS FCR ADJUSTMENT OR RELIEF (MAY 1994)
(Reference )
52.203-9 REQUIREMENT FOR CERTIFICATE CF PROCUREMENT INTEGRITY--MODIFICATION
(NOV 1990)
{a) Definitions. i-~e gefinitions set fcrin 1n FAR 3.104-4 are nereoy

ncorporated In tnis ciause.

(b) The Contractor agrees trat 1t =111 2xecute the cerzification set
forth in paragraph (c} of thiys ciause when recuested by tne Contracting
Officer 1n connection with the executicn of any modification of this
contract.

(¢) Certification. As required n paragraon (b) of this clause. tre
officer or employee responsibie for the mogification proposal shall
execute the following certification:

CERTIFICATE OF PROCUREMENT [NTEGRITY--MODIFICATION (NOV 1990)

(V) I, (Name of certifier] am tnhe officer or
employee responsiple for tne preparation cf this modification prcoosal
and herepy certify tnat. tc tne pest of 7y xnowledge and belief, with

tne exception Of any 1nformation Jescrizec 'n tms certification, [ have
no 1nformation concerning a vioiation or oossible vioiation of
subsection Z7(a), (), (9) or (f) of the Uffice of Fedgeral Procurement
Policy Act, as amencea+ (41 U.S.C. 223), {rereinafter referred to as

~

"the Act”). as moiementea in tre FAR, CCIirring Quring the concuct of

=“n1s procurement ‘IZntract ang moayfication numoer ).
(2) As reaquired by suosection ¢7(e)(1){3) of the Act, ! furtner certify

that to the best of my xnowiedge ana peiief, eacn off:cer, employee,

agent, representative, and consuitant of "Name

of Offeror] who has participated oersonaiiy and substantially in the

preparation or suomission of this proposai nas certified that he or she

DASW01-94-C-0178 [-5



‘s familiar witn, and w1l compiy with, tre requirements of subsection
27(a) of the Act, as mpiemented 1n the FAR, ana will report immeaiately
<0 me any 'nformation concerning a vioiation or possible violation of
subsections 27(a), (b), (d), or (f) of tne Act, as imoiemented in the
“AR, pertaining to this procurement.

(3) Violations or possible vioiations: (Continue on plain bond paper
+f necessary and label Certificate of Procurement [ntegrity--Modification
{Continuation Sheet), ENTER "NONE" I[F NONE EXISTS)

:Signature of tne officer or empioyee responsible for the modification
sroposal and datei

“Typed name of the officer or empioyee resoconsible for tne mocification

sroposal |
- Supbsections 27(a), (b), ana (d) are effective on Decemoer i, 1990.

Suosection 27(f) is effective on June i, 13G1.
THIS CERTIFICATION CONCERNS A MATTER WITHIN THE JURISDICTION OF AN AGENCY
OF THE UNITED STATES AND THE MAKING OF A FALSE, FICTITIOUS, OR FRAUDULENT
CERTIFICATION MAY RENDER THE MAKER SUBJECT TO PROSECUTION UNDER TITLE 18,
UNITED STATES CODE, SECTION 1001. )
(End of certification)

7d) In making tne certification 1n paragraon (2) of the certificate, tre
cfficer or empioyee of the competing Contractor responsidle for tre of fer
cr oxgd, may rely upon a one-time certificat:ion from eacn individual
requireg to submit a certification to tne ccmoeting Contractor,
supplemented by perioaic training. These certifications shall be
cctaynea at the earliest possiDle cate after an 1noivicual reauired to
zertify begins emoloyment or association witn the Contractor. (¢ a
“cntractor decides to rely on a certification executed orior to the
z.spension of section 27 (i.e.. zrior zo Jecemoer 1, :989), tne Contractor
s"ail ensure tnat an 1ndividuai «No nas so zertified s notifiec that
zection Z7 has been reinstated. ~-ese cerz:ifications snali te maintaineq
cv wne Contractor for a perioa of § years from tne cate a certifying
emoioyee's empioyment with the comcany encs or, fcr an agency,
reoresentative, or consultant, 5 years from tre date such individual ceases
2 act on behaif of the Contractor.

(e) The certification required oy paragraon (c) of tms ciause 1s a

DASW01-94-C-0178 -6



materyal representation of fact upon which reilance will be placed in
executing this moairfication. .
(End of clause)

£2.215-2 11 AUDIT--NEGOTIATION (FE3 1993)--ALTERNATE II (FEB 1993)

(a) Examination of costs. [f this 1s a cost-reimpursement, incentive,
time-and-materials, labor-hour, cr price-redeterminaple contract, or any
compination of these, the Contractor snall maintain--and the Contracting
Officer or representatives of the Contracting Officer shail have the right
to examine and audit--books, records, documents, and other evidence and
accounting procedures and practices, regardiess of form (e.g., machine
readable medra such as disk, tape., etc.) or type (e.q.. data bases,
appiications software, data base management software, utilities, .etc. ),
sufficient to reflect properiy all costs claimea to have peen incurred or
anticipated to De ncurred n oerforming this contract. 'his rignt of
examinations snail i1nciude 1nspection at all reasonable times of the
Contractor's olants, or parts of them, engaged n cerforming tre contract.

‘b) Cost or oricing data. [f, pursuant to law. the Contractor has been
required to submit Cost or pricing data 1n connection with pricing this
contract or any modification to this contract, the Contracting Officer or
representatives of tne Contracting Officer wno are employees of the
Government shall have tne rignt to examine and augit all of the
Contractor's books, records, documents, ang other data regardless of form
(e.q., macnine readable megia such as disk, taoe, ‘etc.) or type (e.q., cata
bases, applications software, data base management software, ut:lities,
etc. ), ncluding computations ang projections, reiated to proposing,
negotiating, pricing, or performing the contract or moaification, in order
t0 evaluate the accuracy, completeness, and currency of the cost or pricing
data. The right of examination snall extend to all documents necessary to
permit adequate evaluation of the cost or oricing cata submitted, along
~ith the comoutations and orojections used.

‘<) Reports. [f tne Contractor :s required to furmisn cSst. Tunging, or
cerformance recorts. tne Contracting Uff:cer or regresentatives of tne
Contracting Officer wno are emoloyees of :ne Government shall have the
r1ght to examine and audit BOOKS, records. Ciher documents, ang suoporting
materiais, for the purpose of evaiuating (i) tne effectiveness of the
Contractor's policies and procedures to zroduce data compatible with the
objectives of these reports ang (2) the gcata reported.

DASW01-94-C-0178 ' [-7



(3) Avairlability. The Contractor shall make available at i1ts office at
ail reasonable times the materiais describeg in ocaragrapns (a) ano (b)
apbove, for examination, audit, or reproguction, unti) 3 years after final
payment under this contract, or for any snorter period soecified in Subpart
4.7, Contractor Records Retention, of the Fegeral Acquisition Requiation
(FAR), or for any longer periog requireq Oy statute or oy other clauses of
this contract. [n addition--

(1) If this contract 1s comoletely or partially terminated, the
records relating to the work terminated shall be made available for 3
years after any resulting final termination settlement: and

(2) Records relating to appeais under the Disputes clause or to
litigation or the settlement of claims arising under or relating to this
contract shall be made available until sucn acpeals, litigation, or
claims are disposed of.

(e) Except as otherwise provigea in FAR Suboart 4.7, Contractor Records
Retention, the Contractor may transfer computer data in machine readable
form from one reliable comouter medium to anotmer. The Contractor's
comouter data retention and transter orocedures snail maintain the
integrity, reilabiliity, ana security of the originai gata: he
contractor’'s choice of form or type of materrals described 1n paragrapns
{a), (b), and (c) of this clause affects neitner the Contractor's
obligations nor the Government's rights under this clause.

(f) The Contractor snall insert a clause containing all the terms of this
clause, including this paragrapn (f), 1n all subcontracts
under this contract that are over the smail purchase limitation 1n FAR Part
13, altering the clause only as necessary to taentify properly the
contracting parties and the Contracting Officer uncer tne Government prime
contract.

(g) The orovisions of OMB Circiiar No. A-"33 "Aud1ts of Tnstitutions of
Higner Learning ang Otner Nonorofit [nst:iutions” apply to tnis contract.

{Zra of cla.sey

1.:8 s52.242-13 ZANKRUPTCY (APR 12991)

in the event the Contractor enters 1nto oroceeagings reiating to
bankruptcy, whether voluntary or rnvoiuntary, re Contractor agrees to
furnish, by certified mavi, ~ritten notif:cation of the bankruptcy to tne
Contracting Office responsible for aaministering the contract. This
notification shall be furnishea witnin five days of the i1nitiation of tre

DASW01-94-C-0178 I-8



:roceeaing§ relating to bankruotCy fiiing. inhis notification shall
include the gate on wnhiCn the DankruotCy petition was filed, the identity
of the court 10 whicn the bankruptCy petition was filed. and a listing' of
Government contract numbers and contracting offices for all Government-
contracts against which final payment nas not been mage. This obligation
remains 1n effect unt1l final payment unader this contracet.

{End of clause)

[.59  252.204-7003 CONTROL OF GOVERNMENT PERSONNEL WORK PRODUCT (APR 1992)

The Contractor's procedures for protecting against unauthorized
di1sclosure of 1nformation snall not require Deparument of Defense employees
or mempers of the Armed Forces to relinguish control of their work
sroducts, whether classified or not, to the Contractor.

'Etna of clause)

i

DASW01-94-C-0178 [-9




SECTICN J
F ATTACHMENTS

ST O

s-1. LIST GF DOCUMENTS, EXHIBITS, AND OTHER ATTACHMENTS

r

The following documents, exnibits, and otner attagnments, wnich are
genti1fiea by Attachment Numbers 1n thys Section J. apply to and are a
part of this contract.

ATTACHMENT

#1

#2

#3

ja

DASW01-94-C-0178

TITLE

Contractor's Technicai Proposal
(NAS Proposal No. 94-CPSMA-154)

Contract Security Classification SpeciffZation
(0D FORM 254)

Section 267, National Defense Authorization
Act of Fiscal Year 1994

Agreement to tstabliisn tre Allowabriity of
~re-Contract Costs

PAGES

IND OF SECTION J
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NATIONAL ACADLEMY OF SCIENCES/NATIONAL ACADEMY OF ENGINEERING
NATIONAL RESEARCH COUNCIL

Commission on Physical Sciences, Mathematics, and Applications
Computer Science and Telecommunications Board

Nationa| €yptography Policy
(Original dated: March 1994)
(Revised dated: June 1994)

PROJECT SUMMARY

Cryptographic technologies are critical to a wide variety of important military and civilian applications
involving sensitive or classified information that must be protected from unauthorized disclosure.
National cryptography policy has important implications for future U.S. économic competitiveness,
national security, law enforcement interests, and the protection of the rights of individual U.S. citizens.
As part of the Defense Authorization Bill for FY 1994, the Secretary of Defense is asked to request
from the National Research Councii (NRC) a comprehensive study on cryptographic technologies and
national cryptography policy. This study is expected to address the appropriate policy balance among
the various interests described above (with a particular focus on how technology affects the policy
options for balancing these interests), the strength of various cryptographic technologies known today
and anticipated in the future that are relevant for commercial purposes; and possible strengths and
shortcomings in the federal process through which nationai cryptography policy has in fact been
formulated, as well as recommendations for improving national cryptographic policy in the future. A
study committee of approximately 16 members will inciude expertise in computer and communications
technology; cryptographic technologies and cryptanalysis; foreign, national secunty, and intelligence
affairs; law enforcement; science policy; trade policy; commercial and business dimensions of computer
technology (hardware and software vendors, users of cryptographic technologies); and interests in
privacy and civil liberties. Nominations for the committee will be sought from relevant NRC oversight
boards; members of IOM, NAS, and NAE; and other experts.

ORIGIN AND BACKGROUND

Cryptographic technologies are critical to a wide variety of important military and civilian applications
involving sensitive or classified information that must be protected from unauthorized disclosure. [n
addition, cryptography is a key component of most authentication technologies, i.e.. technologies to
guarantee the identity of a message’s sender. National cryptography policy has important implications
for future U.S. economic competitiveness, national security, and law enforcement interests. |t also bears
on the protection of the rights of private U.S. citizens.

Cryptography policy has historically been dominated by national security considerations, reflecting the
U.S. government’s needs for effective cryptographic protection of classified and other sensitive
communications as well as its needs to gather intelligence for national security purposes, needs that
would benefit from U.S. superiority in cryptographic technologies. National security concemns have
motivated such actions as development of cryptographic technologies, development of countermeasures
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ALUTACHMENT #1 fage 2 of 5

to reverse the effects of encryption, and review and approval of cryptographic technologies for export.
Although cryptography does and wiil remain important to national secunity, it has attracteq broader
interest, and national <ecurity is no longer the soje policy driver for this class of technology.

..A major development in the past ten years has been what could be called the popularization of

cryptography. First, some industries--notably financial services--have come to rely on encryption as
an enabler of secure electronic funds transfers. Second, other industries have developed an interest in
encryption for protection of proprietary and other sensitive information. Third, the broadening use of
computers and computer networks has generalized the demand for technologies to secure
communications down to the level of individual citizens and assure the privacy and security of their
electronic records and transmissions. Fourth, the sharply increased use of wireless communications
(e.8., cellular telephones) has highlighted the higher vulnerability of such communications to
unauthorized intercept as well as the impossibility of detecting these intercepts.

These trends have been associated with efforts to develop civilian or commercial encryption systems
and to integrate cryptographic technologies with other products (such as communications systems or
computer software). Many products that incorporate cryptographic techno'logies are available in the
United States and abroad. These phenomena have created commercial interests in the market for
cryptographic technologies and systems incorporating such technologies--a competitiveness concern--as

privacy.

Still another consequence of the expectation of widespread use of encryption is the emergence of law
enforcement concerns that parailel, on a civilian basis, some of the national security concems. Law
enforcement officials fear that wide dissemination of effective cryptographic technologies wiil impede
their efforts to collect information necessary for pursuing criminal investigations. On the other side,
civil libertarians fear that controls on cryptographic technologies will give government authorities
unprecedented and unwarranted capabilities for intrusion into the private lives of citizens.

Attempting to balance these concerns, the Clinton Administration proposed on April 16, 1993, the use
of a particular cryptographic technology--an encryption chip to be implemented with a so-called "key-
escrow” system--that could be used to ensure the privacy of voice communications but still enable law
enforcement authorities to listen to such conversations pursuant to court order. The system proposed
is based on an electronic microcircuit originaily known as the Clipper Chip and two restricted-access
databases that wouid hold the cryptographic keys necessary to decode communications encrypted by
the Clipper Chip. Access to these databases would, in principle, be permissible only through court
order.

A letter report on the proposed system authored by the Computer Science and Telecommunications
Board (CSTB) of the National Research Council (NRC) was transmitted to the White House on June
U1, 1993. This report noted that the issues raised by the proposed system were part of a larger question
regarding the nature and status of national cryptography policy, and noted that the CSTB would be both
willing and able to conduct an impartial and independent study of this policy.

As part of the Defense Authorization Bill for FY 1994, the Secretary of Defense is asked to request a

comprehensive study from the National Research Council on cryptographic technologies and national
cryptography policy. '

NAS Proposal No. 94-CPSMA-154 2
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PROPOSED ACTIVITY

Project Conteint

[t is expected that the study will address:

. the impact of current and poss_ible'.f'umre restrictions on and standards for cryptographic
technology on )

+ the availability of such technology to foreign and domestic parties with interests hostile
to or compeutive with the national security, economic, commercial, and privacy
interests of the U.S. government, U.S. industry, and private U.S. citizens.

+ the competitiveness of U.S. manufacturers of such technology in the internationai
market. -
+ the competitiveness and performance of commercial U.S. users of such technology.
+ U.S. national security and law enforcement interests:
. the strength of various cryptographic technologies known today and anticipated in the future that

are relevant for commercial and private purposes;

. current and anticipated demand for information systems security based on cryptography;

. the impact of foreign restrictions on the use of, importation of, and the market for cryptographic
technology; -

. the extent to which current cryptography policy is adequate for protecting U.S. interests in

privacy, public safety, national security, and economic competitiveness:
. technical strengths and weaknesses of current key escrow impiementation schemes:

. how technology now and in the future affects and wili affect the feasible policy options for
balancing the national secunty and law enforcement interests of government and the privacy and
commercial interests of U.S. industry and private U.S. citizens:

. recommendations for the process through which national security, law enforcement, commercial.
and privacy interests are balanced in the formulation of national cryptography policy.

Project Structure

CSTB will assemble a committee of approximately 16 members that will include expertise in computer
and communications technology; cryptographic technologies and cryptanalysis; foreign, national
security, and intelligence affairs; law enforcement: science policy; trade poiicy; commercial and business
dimensions of computer technology (hardware and software vendors, users of cryptographic
technologies); and interests in privacy and civil liberties. Nominations for the committee wiil be sought
from relevant oversight boards; members of [OM, NAS, and NAE; and other experts.

NAS Proposal No. 94-CPSMA- |54 | 3
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To complete the study, the project plan calis for six three-day meetings of the full committes and other
meetings of sub-committees as appropriate.

[t is expected that this study wiil require the handling of sensitive and highly classified information:
extra time and staff effort has been planned to accommodate this fact. A subpanel of the ful] committee
wiil be cleared at the SUTK level and have access 1o all relevant information to ensure that the findings,
conclusions, and recommendations of the unciassified report are consistent with what is known in the
classified world. Access to classified data is understood to be contingent on the successful completion
of required background checks and investigations on committee members and staff and the execution
of non-disclosure agreements by those individuals.

The National Academy of Sciences has prepared and maintains a Standard Practice Procedures (SPP)
Manual that impiements the requirements of the DoD [ndustrial Security Manual (ISM). The SPP
manual has been reviewed and approved by the Defense Investigative Service. The study will conform
to all requirements and procedures specified in the SPP manual related to classified information.

This draft report will be submitted internally within the NRC for review (see below). . After the report
clears the NRC review process. it will be edited intenaily for organization, consistency, and clarity.
After NRC editing, which is a major step in the report preparation process, the report will be ready for
transmintal to the Defense Department for security review. All necessary redactions wiil be made to
the report by the NRC, after which the report will be transmitted to the Secretary of Defense and
dissemination activities will begin as described below. '

PRODUCT AND DISSEMINATION PLAN

[n accordance with Public Law 103-160, the Defenss Authorization Bill for Fiscal Year 1994, the
project plan calls for the study will be delivered to the Secretary of Defense approximately two years
after full processing of all necessary secunty clearances. However, the NRC wiil make every attempt
to deliver the study sooner, and it currently believes that the core work of the study will be completed
about 18 to 20 months after execution of the award instrument for funding the study.

The final report of the study committee would be subject to NRC review procedures. [t is the intent
of the project to submit the report tq the Defense Department in unclassified form, with classified
annexes as necessary. The NRC review procedures will ensure that only individuals with appropnate
security clearances will be selected as reviewers for the classified annexes, should such annexes be
necessary.

The report will be submitted to the Department of Defense prior to publication in final form for security
review to ensure that classified material is not inadvertently disclosed. The governing statute provides
that 120 days after the day on which the report 1s submitted to the Secretary of Defense, the Secretary
shall submit the report to the Committees on Armed Services, Intelligence, Commerce, and the Judiciary
of the Senate and House of Representatives in unclassified form, with classified annexes as necessary.

It is expected that when the Secretary submits the report to Congress, the NRC would hold a press
conference to discuss the unclassified version of the report. In accordance with the Academy’s broad
charge to disseminate its work widely so as to promote a more informed public discussion of the issues,

NAS Proposal No. 94-CPSMA-154 4
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the NRC will also publish the unclassified version of the report and conduct bri

for several months following the initial public reiease of the report. Such dis
typica’ for all major NRC reports.

efings and discussions
semination efforts are

REPORTS
Presidential Executive Order |2832 of Jandary 19, 1993 amends Executive Order 2859, which

established the National Research Council (NRC) reaffirming and clarifying the NRC’s relationship with
the U.S. Govemnment. Of particular relevance to this proposal, the Executive Order directs the NRC

EXPENDITURES AND SOURCES OF FUNDS

The estimated cost of this thirty-two month activity is $798,735, which is being requested from the
Department of Defense.

NAS Proposal No. 94-CPSMA-154
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Use and designation of Type C Consultants in accordance with paragraph 2-111c, Industrial
Security Manual for Safeguarding Classified Information (ISM), DoD 5220.22-M, is
authorized under this Contract.

10a. Communications Security (COMSEC) Information. Secure Telephone Unit
(STU) STU III only COMSEC Account is necessary. Access to classified COMSEC

information requires a special bneﬁng and a final U.S. Government clearance at the
appropriate level.

10e. - INTELLIGENCE INFORMATION: Sensitive Compartmented Information
(SCD. The Cognizant Security Office (CSO) identified in Block 6c is relieved of inspection
responsibility for SCI. but is responsible for inspections ot non-SCI in the possession of the
prime contractor. Access to intelligence information requires a final U.S. Government
clearance at the appropriate level.

This contract requires access to SCI. The CNR SSO (Mrs. Jane Klug) has exclusive
responsibility for all SCI material released to or developed under this contract. Access to
SCI is limited to that at a U.S. Government SCIF or other contractor SCIF. DIAM 50-5 and
DoD 5105 series provides the necessary guidance. No contractor personnel will be granted
access to SCI material under this contract unless they are filling an SCI billet. The
contractor will coordinate with the SCI Contract Monitor to ensure adequate billets are
requested under this contract. Mulitiple contract participants sponsored by organizations other
than CNR SSO must be permanently certified to the CNR SSO for use on this contract. The
contractor will designate a Special Security Point of Contact (POC) to the CNR SSO. The
POC will be responsible for all personnel and information security transactions between the
contractor and CNR SSO. The security classification guides for SCI are DoD
TS-5105.21-M2+M3 and DoD TS-5005.21-M-3. The contractor must restrict access to all
classified information only to those individuals who possess the necessary security clearance
and who are actually providing services under this contract. Further dissemination of SCI to
other contractors, subcontractors, or other government agencies, private individuals or
organizations, is prohibited unless authorized in writing from the releasing agency.

® These supplementary requirements will be prov1ded to the Contractor by the
CNR SSO.

® SCI support of this contract is under the exclusive responsiblity of the
designated SSO and will be identified to the appropriate DIS Security Office by the
Special Security Point of Contact.
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® SCI will not be released to any activity or person of the contractor’s
organization not directly engaged in providing services under the contract, or to
another contractor (including subcontractors), government agency, private
individual, or organization without specific release approval of the originator of the
material, as outlined in governing directive. and prior approval and certification of
"need-to-know" by contract monitor.

® SCI will not be released to foreign nationals or immigrant aliens who may be
employed by the contractor, regardless of the level of their security clearance.

® Names of contractor personnel requiring access to SCI will be submitted to the
CNR SSO for approval. CNR SSC will submit request(s) for Single Scope
Background Investigations in accordance with the Industrial Security Manual.

® SCI data and material will be stored and maintained only in properly
accredited facilities. Under no circumstances will SCI be furnished to the
contractor’s facility.

® Inquiries pertaining to classification guidance regarding SCI will be directed to
the CNR SSO.

® The contractor will not use references to SCI access, even by unclassified
acronyms, in advertising, promotional efforts, or recruitment for employees.

INTELLIGENCE INFORMATION SHEET

® Intelligence information does not become the property of the contractor and
may be withdrawn at any time. Upon expiration of the contract, all intelligence
released and any material using data from the intelligence will be returned to the
contracting officer for security matters, or authorized representative for final
disposition. Only with prior authorization may the contractor retain such material.

® The prime contractor will not release the intelligence material to any activity
or person of the contractor’s organization not directly engaged in providing
services under the contract or to another contractor (including subcontractors),
government agency, private individual, or organization without prior approval.

® Intelligence material will not be released to foreign national or immigrant
aliens who may be employed by the contractor, regardless of the level of their
security clearance.

® Intelligence material will not be reproduced without prior approval.
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® The prime contractor wiil maintain records which wiil permit them to furnish,
on demand, the names of individuals who have had access to intelligence material
in their custody.

10j. For Official Use Only Information (FOUO). The "For Official Use Only”
Information provided under this contract shall be safeguarded as specified in Chapter 13,
Section 6, ISM.

11c. Receive and generate classified material. Classification and
regrading/declassification markings of documentation produced by the prime contractor
and/or Type C Consultants wiil be consistent with that applied to the information or
documentation from which the new document was prepared. If a compilation of the
information or a compiete analysis ot a subject appears to require a security classification
other than that of the source documentation. the material will be assigned the tentative
security classification and request instructions from the office shown in item 16a. Pending
final determination, the material will be safeguarded as required for its assigned or proposed
classification whichever is higher, until classification is changed or otherwise verified.

Only those contractor employees requiring access to classified information in the

performance of this contract shall be granted security clearances under the Industrial Security
Program.

11g. Be authorized to use the services of DTIC or other secondary distribution
center. The DD Form 1540 and DD Form 1541 will remain active and be kept up-to-date
by the contractor for the duration of this contract.

11h. Require a COMSEC Account. A STU-III only Account wiil be maintained by
the contractor. :
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SEC. 267. COMPREHENSIVE INDEPENDENT STUDY OF NATIONAL CRYP.
TOGRAPRY PQLICY.

(a) STUDY BY NATIONAL Rmmof%%—”iot& later Uyzr;
90 days of the enactment ) cretary o
Defen.Ze s National Research Counctl of the Nationaj
Academy of nces to conduct a comprehensive study of cryp.

) MATTERS To Be ASSESSED IN STUDY.—The study shall

(1) the effect o tographlc techr les on—
(A) naaoncz?w securitypin:am of the United States Goy.
ernment;

(B)Iawuzforocmm:buumofthe United States Goy.

(C)commrdalinwzstsofUnitedSZa{qindustry;and
(D)primqinw-estsoftfnitadswtescmgmgand .
dus(2);_he¢ﬁ'edon commercial interests st of United States in-
of export controls on s
(c) Ifgwcsncr COOPERATION WITH STUDY.—The Secretary of,
Defense shall direct the National Security Agency, the Advanced Re-
search Projects Agency, and other propriate aﬁencu: of the De.
n:ochfensetawopcmu y with the
Council in its activities in 1 oatthecmdyunderthi.ssecziam
The Secretary shall request other appropriate Federal depart-
ments :ff‘(il‘o agencies to provide similar cooperation to the National
Resear. uncel,
(d) FUNDING.—Of the amouns authorized to be a ropriated in
section 201 for Defense-wide activities, $800,000 be auailable
under this section.

Services, the Committee on the Judiciary, and the Perma-
nent Select Committee on Intelligence of the House of Representa-
tives not later than 120 days afier the day on which the report is
submitted to the Secretary. The report shall be submitted to those
committees in unclassified form, with classified annexes as nec-
essary.
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ACQUISITION DIRECTORATE
JDSS-W/AR2/HWS

AGREEMENT 7O ESTAéLISH THE ALIOWABILITY OF
PRE=-CONTRACT COSTS
DASW01-94-R-0224

WHEREAS, a valid and properly funded requirsment exists to provide
support to the Office of the Assistant Secretary of Defense, Director o
Information Systaems Security entitled "NATIONAL CRYPTOGRAPHY POLICY."

WHEREAS, the proposed contractor, National Academy of Sciences (NAS), h:
agreed to perform work in general accordancs with tRe Statement of Work
(SOW) revised dated 20 June 1994:

WHEREAS, the government and NAS will negotiate in good.faith to reach
contractual agreement: and

WHEREAS, the Government requires immediate support;

NOW, THEREFORE, in accdrdance with FAR 31.205-32, the following
agreements are made pursuant to the requirements of FAR 31.109.

FIRST: In the event that a contract is awarded, precontract costs

not to exceed $50,000.00 shall be an allowable expense provided

that the individual cost be incurred no sconer than 21 July 1994 and
no precontract costs shall be allowable if incurred aftaer 30 September
1994 unless furthaer written agreement is nade.

SECOND: It is understocod by both parties that any costs incurred
prior to final agreement on the proposed contract are incurred
voluntarily on the part of the contractor and at his/her own risk.

The undersigned acknowledge the aforementioned agreements.

Date: 16 September 1994 Name: Robert R. Kelley
Title: Manager of Federgl Contract
CONCUR: jZééZé%;;

=2 16 " ,622/

. SHATTO
Contracting officer

Date:




